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[bookmark: _Toc242962634]Introduction
The management of the De Jong companies, hereinafter referred to as De Jong, attaches great importance to the privacy of its employees, visitors, suppliers and customers. 
The processing of privacy-sensitive data, such as name, address, e-mail address or telephone number, must therefore meet the conditions set out in the European Data Protection Directive (GDPR) and in the General Data Protection Regulation (GDPR).
By means of this statement, De Jong wants to provide information about which data is processed by De Jong and what the reason for this data processing is. In addition, De Jong wants to use this statement to indicate the rights of persons whose data are processed by De Jong.
[bookmark: _Toc242962635]Definitions
To ensure that this statement is clearly understandable for everyone, a number of definitions are given below for terms from the GDPR used in this document:
	Person concerned
	The identified or identifiable natural person to whom the data relates.

	Supervisory authority concerned
	A supervisory authority involved in the processing of personal data because: 
(a) the controller or processor is established on the territory of the Member State of that supervisory authority; 
(b) data subjects residing in the Member State of that supervisory authority are or are likely to be substantially affected by the processing; or 
(c) a complaint has been lodged with that supervisory authority.

	Data breach
	A breach of security that accidentally or unlawfully results in the destruction, loss, alteration, unauthorised disclosure of, or access to, transmitted, stored or otherwise processed data.

	Third
	A natural or legal person, public authority, agency or other body, not being the data subject, the controller, the processor, nor the persons authorised to process the personal data under the direct authority of the controller or processor.

	Health data
	Personal data relating to the physical or mental health of a natural person, including data on health services provided that provide information about his state of health.

	Genetic data
	Personal data relating to the inherited or acquired genetic characteristics of a natural person that provide unique information about the physiology or health of that natural person and that result in particular from an analysis of a biological sample of that natural person.

	Personal data breach
	A breach of security that accidentally or unlawfully results in the destruction, loss, alteration, unauthorised disclosure of, or access to, transmitted, stored or otherwise processed data.

	Natural person
	Man, as a subject of rights and bearer of duties, as opposed to the legal person.

	Personal data
	Any information about an identified or identifiable natural person ("the data subject"); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more elements characteristic of the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

	Profiling
	Any form of automated processing of personal data which involves the evaluation of certain personal aspects of a natural person on the basis of personal data, in particular with a view to analysing or predicting his or her professional performance, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements.

	Legal person
	Legally regulated types of associations, private and public limited companies, and foundations.

	Consent of the data subject
	Any free, specific, informed, and unambiguous expression of the data subject's wishes by which the data subject accepts, by means of a statement or an unambiguous active act, the processing of personal data concerning him or her.

	Supervisory authority
	An independent public authority established by a Member State pursuant to Article 51 GDPR.

	Processor
	A natural or legal person, public authority, agency or other body that processes personal data on behalf of the controller.

	Processing
	Any operation or set of operations which is performed on personal data, or on sets of personal data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction.

	Controller
	A natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the criteria for its designation may be determined.





[bookmark: _Toc242962636]Reasons for collecting personal data
[bookmark: _Toc242962637]We only use your data for clear purposes
The main purpose for which we use your data is to execute an agreement. For example, if you place an order with us, there is an agreement and we need your data and details of receipt and delivery addresses as well as any necessary contact persons.  Another agreement is an employment contract. 
Although De Jong strives to process as little data as possible, De Jong cannot avoid collecting personal data for a number of purposes, including compliance with laws and regulations that De Jong must comply with in the context of its activities, safety and security.  Examples include:
· Processing of personal data of its personnel in connection with, among other things, employee insurance, wage tax, training and salary.  
· Having contact details of employees available to be able to approach these with a view to work-related situations. 
· Processing of personal data for the issuance of relevant security/access passes.
· Processing personal data of its customers in connection with being able to offer and perform the services offered by De Jong, being able to log in to the customer portal of De Jong and being able to draw up agreements in a correct manner.
· Processing of personal data in order to be able to inform you in the event of calamities when performing services.
· Processing personal data of visitors and drivers in connection with safety certifications such as TAPA, air cargo security* and AEO.
· [bookmark: _Hlk93681247]Processing of personal data in connection with requirements set by national or European legislation, directives and regulations, such as the GDP directive, the GDP API directive.
· Processing of personal data of suppliers in connection with being able to correctly place orders and draw up agreements.
· Processing of personal data of persons who are present at De Jong in the event of calamities in connection with being able to offer and organize vital assistance in the right way.

* Civil aviation security is a key area of ​​focus in the fight against terrorism. The NCTV, together with the Royal Netherlands Marechaussee (KMAR) and registered chain partners such as De Jong, is tasked with ensuring that civil aviation in the Netherlands is adequately secured. This primarily concerns security against terrorist acts, but also extends to other forms of sabotage with fatal consequences.

[bookmark: _Toc242962638]We never share your data with others
We never sell your personal data to other parties. We do share your data with others if this is necessary for the execution of the agreement. We also share your data with third parties if we are legally obliged to do so, or if we have a valid reason to do so, such as combating crime.


[bookmark: _Toc242962639]Lawfulness for the collection of personal data
In the event that De Jong has obtained consent from the data subject for the processing of data, this data will be used in accordance with Article 6(1a) GDPR.
In the event that De Jong processes personal data in connection with the performance of a service, such as the delivery of goods, or of what has been agreed in a contract, this data will be used in accordance with Article 6(1b) GDPR. This article also applies to the processing of personal data in preparation for contractual matters. 
In the event that De Jong processes personal data in connection with legal requirements that De Jong must comply with, such as in the case of obligations with regard to taxes, this data will be used in accordance with Article 6(1c) of the GDPR.
In the event that De Jong processes personal data in connection with the protection of vital interests of the data subject or of another natural person, this data will be used in accordance with Article 6(1d) GDPR.  This may be the case, for example, if a person is injured within De Jong's buildings and grounds and data such as name, age, health, insurance details or other important data must be passed on to doctors or hospitals.
In the event that De Jong processes personal data in connection with the performance of a task of public interest or in the context of the exercise of official authority vested in the controller, for example in the context of customs activities, this data will be used in accordance with Article 6(1) GDPR.
In the event that De Jong processes personal data because this is necessary to represent the legitimate interests of De Jong or of a third party, this data will be used in accordance with Article 6(1f) GDPR.  This is the case, for example, when registering visitors and drivers for safety reasons and to meet requirements from TAPA, AEO and air cargo security. This also applies to camera surveillance (CCTV), which is operational based on the same safety considerations and requirements.

[bookmark: _Toc242962640]Legitimate interest
Where data processing takes place in accordance with art. Article 6(1f) GDPR the legitimate interest is in properly performing the services offered by De Jong in a proper manner, and in accordance with the guidelines, standards, and certifications applicable to De Jong, for the benefit of the well-being of all its employees and shareholders.


[bookmark: _Toc242962641]Contact details
The contact person at De Jong, where you can go with questions, comments and requests in the context of data processing is:

Mr. Daniël Vlek
Mr. Frans Sanders
Phone 0252-221 819
Email: QA@dejongkoeriers.nl
Website: www.dejongkoeriers.nl
[bookmark: _Toc242962642]Data processing
In addition to the 'clear purposes' already indicated in Chapter 3, below you will find a description of data processing in the context of the General Data Protection Regulation (GDPR), with the following purposes:

[bookmark: _Toc242962643]Website and customer portal
The website (http://dejongkoeriers.nl/) and the customer portal of De Jong collect a number of general personal data. The information collected in this way is in no way used by De Jong for profiling. De Jong uses the collected data to be able to handle shipments correctly and inform the relevant customer, in addition to informing the supervisory authorities in the event of prosecution of criminals.
[bookmark: _Toc242962644]Cookies
This website uses only strictly necessary cookies that are essential for the operation of the website and any associated customer portals. No tracking, analytics, marketing, or advertising cookies are deployed or stored on users’ devices.
[bookmark: _Toc242962645]Customer portal
Customers of De Jong have the possibility to log in to the customer portal on the Website of De Jong. This customer portal gives customers the opportunity to book shipments online and directly with De Jong. Access is requested in advance by a customer and then arranged by De Jong. The customer provides an email address for the registration and receives an initial password that can then be changed by the customer himself.  Only the minimum required data is collected.  The personal data such as email address and name are used to register the booking. The entered shipment data is used for the correct execution of the order. 
[bookmark: _Toc242962646]TMS/WMS
De Jong uses a TMS (for planning, executing, and monitoring transport operations) and a WMS (for managing warehouse processes such as storage, inventory management, and order picking).
Within these systems, personal data is also processed, as communication and planning are centered around individuals. Examples include:
· Name of contact person (at customers or loading/unloading locations) 
· Name of driver (for trip planning and tracking) 
· Phone number or business email address (for communication regarding deliveries or assignments) 
These data are necessary to ensure smooth logistics processes.


[bookmark: _Toc241046962][bookmark: _Toc242962647]Access control, visitor registration and camera surveillance De Jong Nederland
For the purposes of access control and visitor registration, De Jong processes personal data to safeguard its legitimate security interests. These interests include, in particular, the security of civil aviation, the protection of customer property and assets, and the safety and security of employees, contractors, visitors, and company facilities. Appropriate organizational, physical, and electronic security measures are implemented to maintain a secure environment and to protect people, premises, and property.
Why is this personal data requested?
De Jong processes personal data to enforce and maintain its security policies and procedures, ensuring that security objectives are achieved and risks are effectively managed. Without processing certain personal data, De Jong would be unable to provide adequate access control, monitor authorized access, investigate security incidents, or comply with applicable security requirements. The processing of personal data is based on De Jong’s legitimate interests in maintaining a secure business environment, in accordance with Article 6(1)(f) of the General Data Protection Regulation (GDPR).
How is your personal data processed?
Personal data are processed only to the extent necessary for the purposes described above and in accordance with the principles of data minimization and confidentiality. Access to personal data is restricted to authorized personnel who require such access for the performance of their duties.
Personal data may be shared with third parties only where necessary for the provision of security services, the performance of contractual obligations, compliance with legal or regulatory requirements, the investigation of security incidents, or where another lawful basis exists under the GDPR. Appropriate safeguards are applied to ensure the security and confidentiality of any personal data shared with third parties.

Legitimate interest:
De Jong processes visitors' personal data for the purposes of corporate security, access control, the protection of employees, customers, and company assets, and to comply with legal and contractual security obligations. 
As an active participant in the international logistics supply chain, De Jong is subject to various security requirements arising from its status as a Regulated Agent, AEO (Authorised Economic Operator) certification, TAPA (Transported Asset Protection Association) requirements, and security obligations imposed by customers. In addition, De Jong periodically conducts risk assessments to evaluate the necessity, proportionality, and effectiveness of its security measures. 
Based on these risk assessments, visitor registration, identity verification, and CCTV surveillance have been identified as necessary measures to prevent unauthorized access, enable the investigation of incidents, safeguard the integrity of goods flows, and comply with the security requirements applicable within the logistics sector. 
Similar identification and access control measures are also implemented by other organizations operating in environments with heightened security requirements, such as government institutions, critical infrastructure facilities, and defense establishments. De Jong refers to these examples solely to illustrate common security practices in high-security environments. Such references do not constitute an independent legal basis for the processing of personal data. 




When implementing these measures, De Jong ensures that the processing of personal data is limited to what is necessary for the intended purposes and that the interests and privacy rights of data subjects are carefully balanced against the organization's legitimate security interests. 
For reference: “The Ministry of Defence applies a retention period of up to six months for visitor registration and visitor records.”


[bookmark: _Toc241046963][bookmark: _Toc242962648]Access control and visitor registration
Data:
Commonly used personal data, namely:
· Name
· Company name
· License plate number
· ID document number + photo from ID
Retention period:
Personal data are recorded in an automated system and stored in a secure cloud environment. The data are processed and stored within the European Economic Area (EEA) in accordance with the requirements of the General Data Protection Regulation (GDPR). 
De Jong applies the following retention periods, taking into account the principle of storage limitation and the necessity of processing for security and access control purposes:
Personal data retained for a maximum period of 30 days:
· Visitor name;
· Visitor company name.
Data retained for a maximum period of 3 months:
· Identity document number;
· Vehicle registration number (license plate).
These data are retained for a maximum of three (3) months unless a security incident, damage claim, incident investigation, request from a competent authority, or another legitimate need requires a longer retention period. In such cases, the data will be retained only for as long as necessary to complete the relevant investigation, legal proceeding, or administrative process, after which they will be securely deleted without undue delay.

Photograph of the Identity Document 
De Jong does not make a copy of the identity document and does not retain an image of the identity document. Only the document number is recorded for the purposes of identity verification and access control. Any photograph taken during the identity verification process is used solely to verify the visitor's identity and to authorize access to the premises. This photograph, together with the information electronically read from the chip of the identity document, is processed for the purpose of generating a visitor pass or visitor registration printout. The visitor pass or printout is provided to the visitor and remains in the visitor’s possession throughout the visit. The photograph is not permanently stored by De Jong and is automatically deleted once the visitor checks out upon departure. Following check-out, De Jong retains only those personal data that are necessary for security, compliance, and access control purposes, in accordance with the retention periods set out in this Privacy Statement. Personal data for which no specific retention period has been established will be deleted no later than the end of the first working day following the visit. Upon expiration of the applicable retention period, personal data will be automatically deleted or anonymized, unless a longer retention period is required in connection with a security incident, incident investigation, damage claim, legal obligation, request from a competent authority, or another demonstrable legitimate necessity. In such cases, the personal data will be retained only to the extent and for as long as necessary to fulfil the relevant purpose. Once that necessity no longer exists, the data will be deleted or anonymized without undue delay.

[bookmark: _Toc242962649]Camera surveillance (CCTV)
The purpose of CCTV surveillance is to support the security of De Jong’s buildings and premises, including controlling access to those locations, and to help prevent unauthorized access, burglary, theft, vandalism, and other security incidents through the use of visible and clearly announced camera systems. CCTV surveillance is primarily used to verify events and incidents and, secondarily, to support observation, deterrence, prevention, and situational awareness. 
The camera systems assist in safeguarding people, property, assets, and information located within De Jong’s buildings and on its premises, as well as in recording and investigating security-related incidents where necessary.
Data:
Camera images.
Retention period:
CCTV recordings are generally retained for a maximum period of three (3) months. This retention period has been established based on De Jong’s operational activities and its legitimate interest in adequately investigating incidents, damage claims, losses, missing goods, and quality-related investigations. 
De Jong provides, among other services, international ocean freight transportation. For certain destinations, transit times from the Port of Rotterdam may extend to approximately three months, particularly for shipments to remote destinations in Oceania that involve multiple transshipment points. 
As a result, discrepancies, damage claims, quality-related reports, or missing goods may only become apparent a significant period after a shipment has departed. To enable the reconstruction of loading and handling activities and to support effective investigations in such cases, De Jong retains relevant CCTV recordings for a maximum period of three (3) months. 
Where an incident, claim, investigation, legal proceeding, or request from a competent authority is ongoing, the relevant CCTV recordings may be retained for a longer period. In such circumstances, only those recordings necessary for the specific investigation or proceeding will be retained and will be deleted once the investigation, proceeding, or legal requirement has been concluded.


[bookmark: _Toc242962650]Deletion and blocking of personal data
De Jong does not store the collected personal data of the data subject for longer than necessary to achieve the purpose for which the personal data were collected, or as long as prescribed by European or other laws and regulations, directives, standards or customer agreements.
If the purpose for which the personal data was collected no longer applies, or if the retention period prescribed by European or other laws and regulations, directives, standards or customer agreements has expired, the personal data will be routinely blocked or deleted, in accordance with legal requirements.
[bookmark: _Toc242962651]Security of your data
Your personal data are protected through appropriate technical and organizational security measures. De Jong has implemented a range of safeguards designed to protect personal data against unauthorized access, loss, misuse, alteration, or disclosure. These measures are aligned with applicable security requirements for the civil aviation sector and internationally recognized security standards and certifications, including AEO and TAPA. Access to personal data is restricted to authorized personnel on a need-to-know basis, and security controls
To ensure the security of stored data, appropriate technical and organisational measures have been put in place. These include, among others, data encryption during storage and transmission, access restrictions based on authorisation, continuous system monitoring, and regular security updates. In addition, secure data centres are used that comply with commonly accepted information security standards, which fall under strict European privacy legislation (GDPR), data sovereignty requirements, and physical data centre security standards.
Furthermore, De Jong is TAPA-certified for the optional extension ‘IT and Cyber Security Threat’, which helps reduce IT and cyber threats to networks, customer data, personnel, vehicles, and cargo.
[bookmark: _Toc242962652]Rights of data subjects
As a data subject, you have the following rights in relation to your personal data:
· Right to be informed; you have the right to know the identity and contact details of the organization processing your personal data, as well as the purposes for which the data are used. When you place a shipment through the customer portal or by email, you are aware that you are providing certain personal data through your use of those communication channels. De Jong makes information regarding its processing activities available through this Privacy Policy so that data subjects can understand how their personal data are processed.
· Right of access; you have the right to request confirmation as to whether De Jong processes your personal data. Where this is the case, De Jong will provide information about the categories of personal data processed, the purposes of the processing, the source of the data, and, where applicable, the recipients with whom the data have been shared. This right does not extend to the personal data of other individuals.
· Right to rectification; you have the right to request that De Jong correct, supplement, or update personal data that are inaccurate, incomplete, or no longer relevant to the purposes for which they were collected. This right applies where technically feasible and subject to applicable legal limitations, including where information is derived from public registers such as the Dutch Chamber of Commerce (KvK) Trade Register.

· Right to erasure ("right to be forgotten"); you may request the deletion of your personal data in certain circumstances, for example where the personal data are no longer necessary for the purposes for which they were collected or where processing is based on consent that has been withdrawn. This right is not absolute and may be restricted where De Jong is required to retain data to comply with legal obligations, establish or defend legal claims, or meet statutory recordkeeping requirements. Where possible, De Jong may anonymize personal data instead of deleting records that must be retained.
· Right to data portability; you have the right to receive the personal data that you have provided to De Jong in a structured, commonly used, and machine-readable format and, where technically feasible, to have those data transmitted to another organization. This right applies only to personal data processed by automated means on the basis of your consent or for the performance of a contract.
· Right to restriction of processing; you have the right to request that De Jong temporarily restrict the processing of your personal data. This right may apply, for example, where you contest the accuracy of the data, where the processing is unlawful, or where the personal data are no longer required for the original purpose but are still needed for the establishment, exercise, or defense of legal claims.
· Right to object; you have the right to object to the processing of your personal data where such processing is based on De Jong’s legitimate interests pursuant to Article 6(1)(f) GDPR. In such cases, De Jong will assess the objection and will cease processing unless compelling legitimate grounds exist that override your interests, rights, and freedoms, or where the processing is necessary for legal claims.
· Right to lodge a complaint; if you believe that De Jong is processing your personal data in violation of the GDPR, you have the right to lodge a complaint with the competent supervisory authority. In the Netherlands, complaints may be submitted to the Dutch Data Protection Authority (Autoriteit Persoonsgegevens). Further information is available at www.autoriteitpersoonsgegevens.nl.
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Hoe gaat Defensie om met uw
persoonsgegevens?

Het ministerie van Defensie gaat zorgvuldig
om met uw persoonsgegevens.

Waarvoor gebruiken we uw persoons-

gegevens?

Wij gebruiken uw persoonsgegevens voor de

onderstaande doelen:

1. Het 48 uur (extern ingeschakeld personeel)
dan wel 24 uur (overige) van te voren
controleren van de identiteit en integriteit
van bezoekers;

Inzicht hebben in bezoekersstromen op
locatie;
Inzetten van begeleiding;

. Het gereedmaken van bezoekerspassen in
verband met snellere doorstroom;

. Verlenen van toegangsautorisaties tot TBB
(Te Beschermen Belangen) ruimten;

. Hetvoldoen aan informatiebehoeften van
opsporingsinstanties en inlichtingendiensten
op grond van wetgeving.

Defensie maakt gebruik van een AVG-
verwerkingsregister. In dit register is
opgenomen op grond waarvan persoons-
gegevens worden verwerkt.

Waarom worden deze persoonsgegevens
gevraagd?

Defensie beoogt dat het DBB (Defensie
BeveiligingsBeleid) wordt nageleefd, zodat de
doeleinden van het DBB worden behaald en
veiligheid optimaal gewaarborgd is. Wij
gebruiken uw persoonsgegevens, omdat wij
anders niet in staat zijn om de doelen te
bereiken. De verwerking is noodzakelijk voor
de behartiging van de rechtvaardigde belangen
(AVG artikel 6 lid 1f).

Op welke manier worden uw persoons-
gegevens verwerkt?

Wij gebruiken uw persoonsgegevens om de
doelen te behalen met zo min mogelijk
gegevens. Uw gegevens worden niet door
Defensie met derden gedeeld, tenzij dit
wettelijk is voorgeschreven.

Hoelang bewaren wij uw persoons-
gegevens?

Defensie hanteert voor bezoekersaanmelding
en —registratie een bewaartermijn van maximaal
een half jaar. De gegevens van de bezoekerspas
worden direct na inleveren van de pas
losgekoppeld van de gegevens van de bezoeker.
De overige gegevens worden na zes maanden
vernietigd, tenzij sprake is van een bijzondere
gebeurtenis.

Hoe beschermen we uw persoons-
gegevens?

Defensie heeft passende en organisatorische
maatregelen genomen om persoonsgegevens
te beschermen. Defensie kent een integraal
beveiligingssysteem dat bestaat uit fysieke,
informatie- en personele beveiligings-
maatregelen. Dit is uitgewerkt in het
beveiligingsbeleid van Defensie.

Wat zijn uw privacyrechten?

Informatie over uw privacyrechten vindt u op de
pagina https://www.defensie.nl/onderwerpen/
privacyrechten/privacyrechten-bij-defensie.

Klachten?
Op de pagina_https://www.defensie.nl/
onderwerpen/klachten-en-schadeclaims/

klacht-gebruik-persoonsgegevens leest u hoe
u een klacht kunt indienen over de verwerking

van uw persoonsgegevens.







